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1. [losicHUuTEIbHAA 3aAIMCKA

1.1. Heap u 3a7a4i TUCHHUILTHHBI

[{enb TUCHUIUIMHBI — TIOJTOTOBUTH BBITYCKHHUKA, YMEIOIIETO pa3padbareiBaTh CUCTEMY 1O obec-
MIEYCHHUIO 0E30MMaCHOCTH MH(OPMAIIMOHHBIX PECYPCOB, KaK JiJIi aBTOHOMHBIX, TaK U pacrpee-
NEHHBIX BBIYUCIUTEIBHBIX CUCTEM OpPTaHU3aIIHN.

3a1a4yy JUCIATUIMHEI:

— TOJYYCHHE CUCTEMATH3UPOBAHHBIX 3HAHUN O COBPEMEHHBIX KOHIICIIIUAX, METOJIAX U TEXHO-
Jorusx obecredyeHuss HHPOPMAIIMOHHON 0€30MacHOCTH B MH(DOPMAIIMOHHBIX CHUCTEMaxX pa3-
JIMYHOTO Ha3HAYEHMUS,

— HM3y4YeHHUE TEOPETUYCCKUX OCHOB MH(DOPMAIIMOHHON O€30IMaCHOCTH;

— (QopmMupoBaHue YMEHHUI HUCIOJIB30BaTh OCHOBHBIC IOCTHKEHUS B 00JaCTH WH(OPMAIIMOHHON
0€30MMacCHOCTH MPH peaTH3aliKi CBOSH NMPopeCCHOHATBHON ACSITEIbHOCTH;

— BIJIaJICHUEC HaBBIKAMH OOECIICUCHHS 3alIuThl WHGOpMAMU B WH(POPMAIMOHHBIX CHCTEMax
pa3IMYHOIO Ha3HAYCHUS,

— Ppa3BHUTHE aHAJTUTHYECKOTO MBIIUICHHS, YMEHHS CTPOTO M3JIaraTh CBOM MBICIIH, PA3BUTHE CITO-
coOHocTel K 0000IIEeHNIO U aHaNu3y MH(OpPMAIINK, TOCTAHOBKE IeJield U BBIOOPY MyTel ee
IOCTHKEHHUSL.

1.2. Hepeqenb IJIAHUPYEMBIX PE3YyJabTAaTOB oﬁyqe}mﬂ no JUCHMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPAMH JOCTHKCHHUSA KOMIIeTEeHIInii

Komnerenuus NuaukaTopbl KOMIIETEHIUI Pe3yabTaThl 00yyeHHs

[TK-8 — cnocoben | [TK-8.1 — 3naer crocoOsl op- | 3HaTh: crnocoObl  opramm3armu  UT-

NT-

OpUHUMATh Yy4a-
CTHE B OpraHu3a-
187051 nurT-
UH(QPaCTPYKTYpbI
U yIOpaBJICHUU
MH(pOpPMaIMOH-
HOW Oe3omacHo-
CTBIO

raHU3aIuu
UHPPACTPYKTYPHI, METOIBl H
npuEMBI  yIIpaBIeHUsT UHPOP-
MAallMOHHOM 0€301acCHOCTHIO

MH(paCTPyKTypel M 3aIuThl MH(pOpMa-
IIIH, METOJBI ¥ IPUEMBI YIIPABICHHS WH-
(OopMaoHHOI 0€30MacHOCTHI0 OpraHu-
3alMil TyMaHUTapHOU Cepsl

[IK-8.2 — YMeer opraHu30BbI-
BaTh UT-undpactpykrypy
MNPEeANpUATHS U TPOIECCHI
yIpaBiIeHUS WHHOPMATMOHHON
0€30I1aCHOCTBIO

Ymers: OpraHu30BaTh nUT-
UHPPACTPYKTYPY MNPEANPUATUS TyMaHU-
TapHOU cdepbl U 3alUTH HHPOpMAIIHH, B
TOM YMCJI€ HUPKYJIUPYIOIIEH MO KaHaiam
CBSI3H.

[1K-8.3 — Bnaseer HaBbIKamMH
OpraHu3anuu UT-
UH(QPACTPYKTYpsl U YIpaBlie-
HUS MHQOpMaIMOHHOH 6e3-
OIAaCHOCTbHIO

Bnagers: HaBblkamum opranusanuu HWT-
UHPPACTPYKTYpPbI MPEINPUATUS T'yMaHU-
TapHOM ceprl U ynpaBieHus UHpopma-
IIMOHHOW  0€30MaCHOCThIO, HABBIKAMU
3aluThl UHGOPMaLMKU, HUPKYJIUPYOIIEH
B MH(pOPMAIIMOHHOHN cHCcTeMe MpearnpHsi-
THUS.

1.3. MecTo AMCHHUILIUHBI B CTPYKTYpe 00pa30BaTe/ibHON MPOrpaMMbl

Jucuunnmna «CucteMbl KOMIUIEKCHOM 0e30MmacHOCTH HHU(POBBIX OpraHU3alHii» OTHOCHUTCSA K
JUCIUIUIMHAM 4YacTH, (OpMUPYEMOMl ydacTHUKaMU OOpa30BaTENbHBIX OTHOLIEHHWH OyoKka auc-
IUITUH Y4eOHOTO IJIaHa.

s ocBOeHMSI TUCUUIUIMHBI HEOOXOAMMBI 3HAHUS, YMEHHUS W BIaJ€HHUA, CHOPMUPOBAHHBIE B
XoJe  u3ydeHMs  cueayromux — aucuuiuimH:  «MHbopmatukay  «MHpopmannoHHO-
BBIUMCIIUTENbHBIE CETH M TEIEKOMMYHUKALMOHHbIE TEXHOJIOTUNY, «HpOopMalMoHHbIE cHUcCTe-
MbI», «MH(pOpMAIIMOHHBIE TEXHOIOTUI.
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B pesynbTare ocBOSHHS IUCHUILTUHBI (POPMHUPYIOTCS 3HAHUS, YMEHHUS U BIaJICHUS, HEOOXOH-
MBI JUI U3YYCHHS CICAYIONMX AUCHUIUINH: «[IpOeKTHBIN MpakTHKyM», «YTIpaBIeHNE MPOCK-
TamM# HU(POBOI TpaHCHOPMALIUN.

2. CTpyKTYypa AUCHHUILIMHBI
OO0mast Tpy10EMKOCTh AUCIUITIMHBI cocTaBiseT 3 3.¢., 108 akageMuvecknx 4acos.

CTpyKTypa IMCUMILIMHBI 1JIA 04HOI GopMbl 00yUeHMsI

O0beM TUCHUIUIMHBI B (pOpME KOHTAKTHOW PaOOThI OOYYAIOMIMXCS C TEIarorHYeCKUMHU
paboTHUKaMu W (WJIM) JTUIIAMHU, IPUBJICKACMBIMH K pealn3aiuyd 00pa3oBaTeIbHOW MPOrpaMMbl
HA WHBIX YCIIOBUSX, P MPOBEICHUN YICOHBIX 3aHSTHIA:

Cemectp | Tum yueOHBIX 3aHATUI KomnuectBo
4acoB
5 Jlexkuun 14
S) [IpakTnueckue padboThl 28
Bcero: 42

O06beM qucHUIIIMHBL (MOYJIsl) B hOpME CaMOCTOSTENILHON paboThl 00YYAIOIIUXCS COCTaB-
nseT _66_ akaJeMUYeCcKHX 4acoB.

3. Conep:kaHue QU CHUTLTHHBI

Tema 1. I[lonsiTHe, CYIIHOCTH U YTPO3bl HHGOPMALMOHHOI 0€30MACHOCTH

[Tonstue Ge3omnacHOCTH 00BEKTa (rOCyAapcTBa, NPEANPUATHS U MHOOPMAIIMOHHONW CHCTEMBI).
OcHOBHBIE KOMIIOHEHTHI 0€30IIaCHOCTH TOCYJapCTBa M JOMUHUPYIOIIAs POJIb HH()OPMAIIHOHHOK
6e3onacHoctu (Mb). CtaHoBieHHe W pa3BUTHE HOHATHS «HH(OpPMAIMOHHAs O€30MacHOCTbY.
Cymnocts u nonsatuss b u 3ammrtsl napopmanuu. HeobxonuMocTs 1 3Hau€HHE HOPMATHUBHO-
IIPaBOBOTO OIpeJiesIeHUs] OCHOBHBIX MoHATHH. CBsa3b Ub ¢ nnpopmaruzanueit odbmecrsa. baszo-
Bbl€ YPOBHHU oOecnieueHns HH()OpPMaLMOHHON O€30MaCHOCTH U 3aIUThl HHPOPMAIUH.
Knaccugukarus yrpo3 6e30macHOCTH MO LENH pealu3allid Yrpo3sl, NMPUHLHUITY, XapakTepy U
criocoOy e€ Bo3neicTBusi. OCOOEHHOCTH YIpO3 BO3/IEUCTBHS HA OOBEKT aTaKh B 3aBUCUMOCTH OT
€ro COCTOSIHUS ¥ MCIIOJIb3YEMBIX cpe/icTB aTaki. OCHOBHbBIE METOJIbl U KaHaJIbl HECAHKIIMOHUPO-
BaHHOTO0 jAocTymna K nHpopmanuu B C. ba3oBble NpUHIUIIBI 3aIUTHI OT HECAHKIIMOHUPOBAHHO-
ro JA0CTyna K MH(OpManuu B COOTBETCTBUU C HOPMATUBHO-NIPAaBOBBIMM JJOKYMEHTaMu Poccum.
3amauu mo 3anmTe HHHOPMAIIMOHHBIX CUCTEM OT pealu3alliu yrpo3.

Tema 2. 3akoHOaaTEJIBHBIN, AAMUHUCTPATHBHBIN W NPOLEAYPHbINi YPOBHH YPOBEHb 00ec-
neyeHus: HUHPOPMALIMOHHOMH 0€30NaCHOCTH

[TpeanochklIKu CO3/1aHUsT MEXIYHApOAHBIX CTaHIAPTOB MO OOECTeYeHUI0 HH(OPMAIMOHHON
Oe3onacHocTd. HazHaueHue cTaHAapTOB M Kakue 3aa4M pemaTcs Py MCIOJIb30BaHUM CTaHIap-
TOB B 00JacT MH(OPMAIIMOHHON 0€30MMacHOCTH: B OINpEAeNIeHUH 1eNu obecrieueHust HHpopma-
[IMOHHON 0€30IaCHOCTH KOMITBIOTEPHBIX CHUCTEM, co3faHusl 3((EKTUBHON cucTeMa YIpaBlIeHUs
UH(POPMALIMOHHON 0e30MacHOCThIO, KPUTEPUH OIIEHKH COOTBETCTBUS MH(OpMAIMOHHON 0e3-
OIACHOCTH 3asIBIIEHHBIM LEJSIM, CO3/IaHUs YCIOBHM NMPUMEHEHHUS, UMEIOLIErocss MHCTPYMEHTa-
pust (IPOrpaMMHBIX CpPENICTB) oOecredeHus: HH(OPMAIIMOHHON 0e30MacHOCTH M OLIEHKU €€ Te-
KYILErO COCTOSTHUSL.

Ha3nauenne u OCHOBHBIE IIOJIOKEHUS MEXAYHapOAHbIX cTaHaapToB: «Kpurepuu ouneHkn
HAJIe)KHOCTU KOMIBIOTEPHBIX cucteM» («OpanxkeBas kHHUTra»), «HpopmanmonHas Oe3ormac-
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HOCTh pacrnpenenéHubix cucteM. Pekomennpammu X.800», ISO 15408 — «OO6mue KpuTepum».
Mexnynapoansie ctangapThl cemericta 27000.

OcHoBHbIE (efepanbHbIe OpraHbl, pazpabdareiBatomniue B Poccuiickoit denepaiinn HOpMaTHBHO-
npaBoBbie akThl B chepe Vb u 3amuTtel nadopmaruu. ['ocynapcTBenHas cucrema no odecreue-
HUIO Oe3omacHocTH U 3amuThl nHpopMaruu (I'C3U1). OcHoBHBIE 3aKOHOATENbHBIE aKThl PD B
obnactu MHQPOPMAIIMOHHOM 0€30MacHOCTU U 3alUThl MH(pOpMaluu. PykoBoasmre TOKYyMEHTbI
®Cb Poccun, ®CTIK Poccun B obiactu Wb u 3amutel H”HGOpMALUK OT HECAaHKIIMOHUPOBAH-
HOTO J0CTyNa npu ee 00padoTke ¢ ucnonpzoBanuem CBT.

Konnenmmus Wb, e€é menu u stamsl moctpoenHwus. [lomutnka nHGOpMAMOHHONW 0€30MacHOCTH
(ITNb) kak ocHOBa aaAMUHUCTPATUBHBIX MEp MO 3amuTe WHOOPMALUU HA MPEIAIPUATHH.
CrpyKTypa TOKYMEHTa, XapaKTEpU3YIOIIETO MOJIUTUKY 0€30I1aCHOCTH, U1 OCHOBHBIE ATalbl pas-
pabotku [1IUB. 3anaun, pemaembie npu ananuze puckoB 1 MIC. ba3zoBble METOIUKH, HCTIOIb3Y-
eMbIe JJIsl OLleHKHA prckoB. OCHOBHBEIE CTaHIAPTHI B oOnactu paspadorku 1B u ananm3a puc-
KOB. ba3oBble MHCTpYMEHTAJIbHBIE CPEACTBA /Ui aHAJIM3a PUCKOB U ynpaBiieHUs puckamu. Oc-
HOBHbIE NpUHIUINGI peasn3anuu [INb.

Haznauenue u 3a1auu npoueaypHOro YpOBHS MO oOecrneueHuto nH(OpMalMoOHHONW 0e30macHo-
cti. OCHOBHBIE KJIACCHI MEp MPOLEAYPHOTO YPOBHS: yIIpaBlieHHE MEPCOHATIOM, (pru3muecKas 3a-
HIUTa, TOJepKaHhue pabOTOCIOCOOHOCTH, pearupoOBaHUE HA HApYIICHHs peXUMa Oe30macHoO-
CTH, TUTAHUPOBAHNE BOCCTAHOBUTEIILHBIX PaboT.

Tema 3. IIporpaMMHO-TeXHH4YEeCKUII YPOBeHb O0ecnieyeHuss HHGpOpMAMOHHOI 0e30MmacHo-
CTH

Texnonorust obecrnieuenuss UMb, nenu u npuHunel nocrpoenus apxutekrypbl Mb. OcHOBHBIE
HOHSTHUST ITPOrPaMMHO-TEXHHUUYECKOIO YpPOBHs oOecneueHus MH(GOPMalMOHHONW O€3011aCHOCTH.
Oco0OeHHOCTH COBpEMEHHBIX MH(GOPMAIIMOHHBIX CUCTEM, CYIIECTBEHHBbIE C TOYKU 3peHust odec-
nedeHunst HHHOPMAIIMOHHON 0€30IacHOCTH. APXUTEKTYpHAst O€30MaCHOCTb.

Mepbl 6€30MacHOCTH: MPEBEHTUBHBIC, MPEMATCTBYIOIINE HAPYIICHUSIM HHPOPMAIIMOHHON 0e3-
OIIACHOCTH, MEpbl OOHAPYKEHUSI HAPYIICHUH, MEpbl JIOKAJIU3YIOIIHNE, CY/KAIOIIUE 30HY BO3JEH-
CTBUSI HapyLIEHUW, MEPbI MO MPOCIECKUBAHUIO HAPYLIUTENsS, MEPbl BOCCTAHOBIICHHS pEXUMaA
0€30MacHOCTH.

[TporpamMMHBIe CepBUCHI 3aIIUThl MH(POpMaK B MH(GOPMAIMOHHBIX cucTeMax. Mnentuduxka-
1M ¥ ayTeHTUUKAIKUS 1oIb30Bareneid. bazoBbie MeTObI MapoabHOM ayTeHTHuduKau. Moje-
JM pa3rpaHUUYCHMs JOCTyNa K MHQOpMAaIUH.

[TpoTokonupoBanue U ayauT (aKTUBHBIN U MACCUBHBIN) MH(OPMALIMOHHON CHCTEMBI, UX OCHOB-
HbIE 1IeTM U 0COOEHHOCTH. ba3oBble MeTOJIbl KpUNTOrpaguueckoro npeoOpa3oBaHUs JaHHbIX.
[ToroxoBoe u 6mounoe mudposanue. [Iporeaypa hopMupoBaHus IEKTPOHHOMN MOIUCH.

Buner cereil u cereBble Tonosoruu. baszoBas 3TanoHHas MoJelb B3aMMOCBA3M OTKPBITHIX CH-
crem (ISO/OSI). OcuoBHbIe poTOKOJBI ceTeli Ethernet.

MesxcereBoe dKpaHUpOBaHHE. Buapl MekceTeBbIX dKpaHOB. OCHOBHBIE CEPBHCHI 3aILUTHI B HH-
bopMarmoHHO-TeNeKoMMyHUKaMOHHBIX ceTsx (UTC).

Buptyansable uactHble ceTd. Bunsl cereit. Pabora VPN Ha paznuunbix ypoBHsIx mojenu OSI.
KomnbloTepHble BUpPYCHl U BPEIOHOCHBIE NPOrpaMMBbl: KiacCU(UKAlLMsi, METOAbl U CpPEeACTBa
60pbOBI ¢ HUMU. AHTUBUPYCHBIE TPOIPAMMHbIE KOMIUIEKCHI.



4. Obpa3oBaTesibHbIE TEXHOJIOTHH

Jliis mpoBeieHUs] Y4eOHBIX 3aHATUH MO JUCHUIUIMHE UCTIONB3YIOTCS pa3IndHble 00pa3o-
BaTelbHbIE TexHONOruu. [[ns opraHu3anuu y4eOHOTO Mpolecca MOXKET OBbITh HCIOJIb30BAHO
AIIEKTPOHHOE O0yUYeHUE ¥ (W) JUCTAHIIMOHHBIC 00Pa30BaTEIbHBIC TEXHOIOTHH.

5. OneHKa IVIaHNPYeMBbIX Pe3yJIbTATOB 00yYeHHs

5.1. Cucrema oleHUBAHUA

®opMa KOHTPOJISI Makc. K0J1u4ecTBO 0AJJI0B
3a onny pa- |Bcero
ooty
Texymuil KOHTPOJIb:
— Onpoc 5 6annos 15 6annos
— 3awuma npaxmuueckozo 3anamue 1 |5 6annos 5 bannos
—3awuma npaxmuyeckux zansmuu 2-5 |10 6anos 40 6annos
[Ipomexxyrounas arrecrauus 40 6annoes
Ox3amen
HToro 3a nucuuninny 100 6annos
IK3ameH

[Tony4deHHBIH COBOKYIHBIH pe3ysibTaT KOHBEPTUPYETCS B TPATUIIMOHHYIO IIKATy OICHOK U B
mKay oneHok EBpomeiickoll cucteMsl mepeHoca u HakoruieHus: kpenutoB (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBHM € TabIuUIIEH:

100-0ampHas wika- lxana
1a TpaaunuoHHas 1IKaia ECTS
95— 100 OTJINYHO A
83-94 B

68 — 82 XOpOIIIO 3a4TEHO C

gg : gg YIOBJIETBOPUTEIHLHO [E)
20-49 FX
0_19 HEYIOBJIETBOPUTEIHHO HE 3aYTEHO F
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5.2. Kputepuu BbICTaBJIeHUS OLEHKHU MO TUCHHILIHHE

Banaepl/
Ixana
ECTS

Onenka mo auc-
IMUILINHE

Kpurepun oueHKH pe3yJbTaTOB 00y4YeHHs 10 TUCIH-
TUINHE

100-83/
A B

«OTIIHYHOY /
«3a4TeHo (OTINY-
HO)» /

«3a4TEHOY

BricTaBmsiercs 00y4aromemMycsi, €Ciu OH TIIyO0KOo U Tpod-
HO YCBOWJI TEOPETUYCCKUN M MPAKTHYECKUI MaTepHall,
MOJKET IIPOJEMOHCTPUPOBATH 3TO HA 3aHITHUIX U B XOJIC
MPOMEKYTOYHOU aTTECTAIIHH.

OOyJaromuiicss NCYEPIBIBAIONIC U JIOTHUECKU CTPONHO U3-
Jaraet yueOHBIH MaTepuall, YMEET YBSI3bIBATh TCOPHUIO C
MPAKTUKOH, CIIPABIISETCA C pEIIeHUEeM 3a1a4 Ipodeccro-
HAJIBHOW HATPaBJICHHOCTH BBICOKOT'O YPOBHSI CIIOKHOCTH,
MIPaBIWJIBHO OOOCHOBBIBACT MPUHSATHIC PEIICHUSI.
CB0OOIHO OpUEHTUPYETCS B yueOHOH U TpodeccroHalb-
HOW JIUTepaType.

OneHka 1o JUCLHUILIMHE BBICTABIISIOTCS 00ydaronemMycs ¢
y4€TOM pe3ysbTaToOB TEKyIIeH U IPOMEXKYTOUHOH aTTe-
CTallUH.

Komnerennuu, 3akpeniéHHble 3a JUCUUIUIMHONW, CPOpMHU-
pOBaHbl HA YPOBHE — «BBICOKUID.

82-68/

«xopouioy /
«3a4TeHO (XOpo-
mo)» /
«3a4TEHOY

BeicTaBnsiercs oOyuaromemMycs, €Ciid OH 3HaeT TeopeTuye-
CKMI Y NIPAKTUYECKUI MaTepHUaIl, TPAMOTHO H I10 CYIECTBY
U3JIaraeT €ro Ha 3aHATHSAX U B XOZ€ IPOMEKYTOUYHOH aTTe-
CTalMU, HE JOIYCKasl CYLIECTBEHHBIX HETOYHOCTEH.
OOyuaronuiics NpaBUIbHO NPUMEHSIET TEOPETHUECKHUE T10-
JIOKEHUS IPU PEHICHUH MPAKTHYECKUX 3a7a4d Mpodeccro-
HaJIbHOM HAIIPAaBJICHHOCTH Pa3HOI'O YPOBHS CII0KHOCTH,
BJIa/ieeT HEOOXOUMBIMU JJIs1 TOTO HAaBbIKaMU U MpUEMa-
MHU.

JlocTaTOYHO XOpOILIO OPUEHTHUPYETCS B yUEOHOM U Mpo-
(beccroHaIbHON JIUTEpaTypE.

OneHka o JUCLUIUIMHE BBICTABIISIOTCS 00Y4arOIEMycs C
y4€TOM PE3YJIBTATOB TEKYIIEN U IPOMEKYTOUYHOM aTTe-
CTaLlWH.

Komnereniuu, 3akpeniéHHble 3a JUCUUIUITMHONW, CPOPMHU-
pPOBaHbI HA YPOBHE — «XOPOIIHIY.

67-50/
D, E

«yAOBIETBOPH-
TEIBHO» /
«3auTeHo (ymoBJe-
TBOPUTEIBHO)» /
«3a4TEHOY

BricTaBnsiercs o0yyaromemMycs, €Ciii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUI U TPAKTUYECKUI MaTepual, J10-
MyCKAEeT OT/AEIbHbIE OIINOKHU MPH €ro U3JI0KEHUU Ha 3aHs-
TUAX U B XO0JI€ IPOMEKYTOUYHOM aTTECTAl[UU.
OOyuaronuiicss UCTIBITHIBACT ONpPEIEIEHHbIE 3aTPYAHEHUS
B IPUMEHEHHUH TEOPETUYECKUX IMOJI0KEHUN ITPU PEILICHUH
MPAKTUYECKHX 337124 MPO(HeCCHOHAIbHONW HApPaBIEHHOCTH
CTaH/IapTHOT'O YPOBHS CJI0KHOCTH, BIIaJIe€T HEOOXOUMBI-
MU JUIs 3TOr0 6a30BBIMU HaBBIKAMU M TPUEMAMH.
JleMOoHCTpUpYyeT JOCTaTOYHBIM YpOBEHb 3HAHUS yUeOHOU
JIUTEpaTypsl 110 AUCLUIIIMHE.

OneHka o JUCLUIUIMHE BBICTABIISAIOTCS 00Y4aIOEMYCs C
y4€TOM PE3YJIBTATOB TEKYILIEH U TPOMEKYTOUYHOM aTTe-
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banasl/ Ouenka no auc- Kpurepun oueHKH pe3yJbTaTOB 00y4YeHHs 10 TUCLH-
Ixana IHUIJIAHE IJIMHE
ECTS

CTaIuu.

Kommnereniuu, 3akperiéHuble 3a AUCIUIUTMHON, CHOpMH-
POBaHbI HA YPOBHE — «10CTATOYHBINY.

49-0/
F, FX

«HEYIOBJIETBOPU- | BrIcTaBisieTcss oOyuaromemMycs, €ClIi OH He 3HaeT Ha 06a3o-
TEJIBHOY / BOM YPOBHE TEOPETUYECKHUM U MPAKTUUECKUI MaTepual,
HE 3a4TEHO JIOITYCKaeT rpyOble OIIMOKY IPU €ro U3JI0KEHUU Ha 3aHs-

TUSAX U B XOJI€ IPOMEKYTOYHON aTTECTALIUN.
OOyuaronuiicst UCTIBITHIBACT CEPhE3HBIC 3aTPYAHEHUS B
IIPUMEHEHUH TEOPETUUECKUX TI0JI0KEHUH IIPU PELICHUH
MPAKTUYECKHX 3a/1a4 MPO(ECCHOHATFHON HAPaBICHHOCTH
CTaHJAPTHOI'O YPOBHS CJIO’KHOCTH, HE BJIaZieeT HEOOX01-
MBIMU IS 9TOI'O HaBbIKAMH U IIPUEMAMM.
JleMoHCTpUpYeT (parMeHTapHble 3HAHUsI y4eOHOI uTe-
paTypsbl IO JUCLHUIIINHE.

OneHka 1o JUCHHUIUIMHE BBICTABIISAIOTCS 00YYaIOIEMYCs C
y4€TOM PE3yJIbTATOB TEKYILEH U TPOMEKYTOYHOU aTTe-
CTaLlUH.

KommnereHumn Ha ypoBHE «IOCTATOYHBIN», 3aKPEIIEHHBIE
3a AMCUUIUINHON, HE COPMHUPOBAHBI.

5.3. OueHounble cpeacTBa (MaTepuasbl) AJd8 TeKYIIEro KOHTPOJISI yCIeBaeMOCTH,
NMPOMEKYTOUYHOM aTTeCTAlMM 00yYAIOUINXCS 0 IUCHUIIHHE

Yemmuouii onpoc

YceTHBIN 0NPoOC — 3TO CPEACTBO KOHTPOJIS, OPraHM30BaHHOE KakK clieluaibHas Oecena npenojaa-
BaTeNs ¢ 00y4aroIMMCsl Ha TEMbI, CBSI3aHHBIE C M3Y4aeMOU NUCHUIUIMHON, U pPacCCUUTAaHHOE Ha
BbISICHEHHE 00bEMa 3HaHU 00yUaloIIErocs Mo onpeAeEHHOMY pa3jieny, TeMe, polieMe U T.1I.

BOoo~NoORWDNE

12.
13.
14.
15.
16.
17.
18.
19.
20.

0.

ITepeuens ycmuwix 60npocoes 013 npoeepKu 3HAHUIL

OcHoBHbI€ cocTaBIstoNIMe HHpopMamoHHoi 6e3omacHocTu (UB).
Xapakrepuctuka npodiem Ub.

Konuenius o0beKTHO-OpUEHTUPOBAHHOTO 10AX0/1a K obecneuenuto Mb.
Henocratku TpaauumonHoro nojaxoaa k odecneuenuro Ub.
XapaktepucTruka HanboJsee pacnpoCTpaHEHHBIX yTPo3.

Kpurepuu knaccupukam yrpos.

IIpumepsl yrpo3 JOCTYITHOCTH.

BpenonocHoe nporpaMmHoe obecrieueHue.

OcCHOBHBIE YIPO3bI LIETOCTHOCTH

OcHOBHBIE YIp03bl KOHPHUIEHIIMATBHOCTH.

Uro Takoe 3akoHOaTeNbHBIN ypoBeHb b 1 mouemy oH BaxkeH?
OcHoBHble 3ak0HbI PD B 06mactu Ub.

OcHoBHbI€ 3apyOexHbIe cTaHIapThl B obnactu Mb.

Yro Takoe OIIEHOUHBIE CTAHIAPTHl M TEXHUYECKHE CrielupUuKaun?
Yo Takoe OpaHKeBast KHATA U JIJIs1 YerO OHA IPUMEHSIETCS?
Pexomennamuu X.800.

Crannmaprt ISO/ IEC.

Yro Takoe MOJUTHKA O€3011aCHOCTH U €€ aKTYallbHOCTh?

Yro Takoe mporpaMmMa 6€30MacHOCTH U €€ aKTYalbHOCTh?

B uem nposiBaseTcs agMUHUCTPAaTUBHBIN ypoBeHb b7
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21. Kax cMHXpOHM3HUPYETCS MOJIUTHKA 0€30MacCHOCTH € KU3HEHHBIM KoM MC?
22. OTtambl ynpaBJieHUs PUCKaMH B CHCTEME 3aIUThl HH(POPMAIIHH.

23.  OcCHOBHBIE MPOrPAMMHO-TEXHHUYECKHE MEPbI 3aIIUTHI.

24. TexHonorus uacHTUGUKAIMN U ayTEHTU(DHUKAIINH.

25. TexHonorusi ynpaBieHUs JOCTYIIOM.

26. TIpoTokonupoBaHUE U AYIHT.

27. Texnonorus mudpoBaHus.

28. ApXUTEKTypHBIE aClIeKThl 3KPaHUPOBAHHUS.

29. Kiaccuduxamnust MeXCETeBBIX SKPaHOB.

30. AmnHanus 3aIUIIEHHOCTH.

31. BO03MOXHOCTH TUIHYHBIE CXEM TYHHEIUPOBAHUSI.

32.  VYposuu moaenu OSI, Ha KOTOPBIX TPOU3BOAUTCS TYHHEITUPOBAHUE
33. 3amaum ynpasienus cuctremoit Ub.

Ilpumepnuie 3a0anusn 011 mecmupoeanus

1. Heap1o 321U THI HUPKYJIUPYIOLIEH B MHGOPMALMOHHOM ccTeMbl HH(POPMALIUM ABJISIOTCH:

a) npedomspauierHue YmeyKku, UCKAXCeHus, ympamol, ONOKUPOBAHUS WU HE3AKOHHO20 MUPAICUPOBAHUSL
un@opmayuu.

0) mpenoTBpalleHUE YTCUKH, HCKAXCHNUS, YTPaThl, OJIOKUPOBAHHS WM HE3aKOHHOTO TUPaKUPOBAHUSI MH-
(dhopMaruy, a TaKKe HECAHKIIMOHUPOBAHHOTO JOCTYIa K HHPOPMAIIHH.

B) IPEJO0TBpaIllEHUEe HECAHKITMOHUPOBAHHOTO JIOCTYIA K HH(OPMAIUH.

2. llLmo3 6e3omacHocT VPN — 370:

a) CEeTeBOE YCTPOMCTBO, MOJKIIOYAEMOE K JBYM U 0OOJiee CETSIM M BBITIOJIHSIONEE (PYHKIUU
mppoBaHus U AyTCHTHU(PUKAIIUY I MHOTOYUCIIEHHBIX XOCTOB, PACTIOJIOKEHHBIX 32 HUM.

0) cemesoe ycmpoucmeo, NOOKIYAEMOoe K 08YM_CEemsaM U 8bINOIHAIOWee hyukyuu uwugposanus
U aymenmuduxkayuy 0ns MHO2OYUCTEHHBIX XOCMO08, DACHOJIONCEHHbIX 304 HUM.

B) CETEBOE YCTPOWMCTBO, MOAKIIOYaEMOE K JABYM W 0oJiee CETSM W BBIMOJHSIONICe (HYHKIIUU
muGpOBaHUS U aBTOPHU3AIUH IS PA3JIMYHBIX XOCTOB.

Ilpumepnvie 6onpocwl K IK3ameny

1. CymHocTh ¥ MOHATUS HH(POPMAITMOHHON 6€30aCHOCTH U 3aIlUThl HH(POPMAIUH.

2. Kunaccudukanus yrpos 6ezonacHocTH HH(POPMAIMH IO HETH PEeaNU3alud yrPO3bl, PUHIIN-
Iy, XapakTepy U crnocody €€ Bo3AeHCTBHSL.

3. OcobeHHOCTH YTpo3 BO3JECHCTBUS HA OOBEKT aTaKW B 3aBHCHMOCTH OT €r0 COCTOSTHUS U HC-

MIOJIB3YEMBIX CPEJCTB aTaKH.

OcHOBHBIE METO/IbI U KaHaAJIbl HECAHKI[MOHUPOBAHHOTO A0cTyma K nHpopmaruu B UC

5. ba3oBble NpUHIUMBI 3alIUTHl OT HECAHKIIMOHWPOBAHHOTO JOCTYyINa K MH(POpPMAIMU B COOT-
BETCTBUU C HOPMATHBHO-TIPaBOBBIMH JOKyMeHTaMu Poccun.

6. CrpykTypa nonutrka HHGOPMAITMOHHON OE30MaCHOCTH MPEANPHUATHS KaK JTOKYMEHTa U OC-
HOBHBIE 3Tanbl €€ pa3paboTKH.

7. Ha3HaueHue W OCHOBHBIE TOJIOKEHUS MEXAYHApOAHBIX CTaHIapToB: «KpHUTepuu OLEHKH
Ha/I&KHOCTH KOMIIBIOTEPHBIX cuctem» («OpanxeBass KHura»), «MHpopmanmnonHas 6e3-
OTIaCHOCTh pacmpenenéHHbix cucteM. Pekomengaruu X.800», ISO 15408 — «O0mue kpure-
pUI».

8. PyxoBomsmme moxymeHtsl ®CBH Poccun, ®CTOK Poccum B obmactu nHMOpMAIOHHOM
0€30IIaCHOCTH M 3alUThl HHPOPMAIIUK OT HECAHKLIIMOHWPOBAHHOIO JOCTyNa MpHU ee odpa-
6otke ¢ ucnoapzoBanuem CBT

9. Konnenuus nHGopMamoHHONH 6€30MaCHOCTH NPEANPHUATHS, €€ LEJIN U STalbl IOCTPOCHUS.

10. 3amaum, pernaemple IPH aHATU3E PUCKOB JIJIsT WHPOPMAITMOHHON CUCTeMBI. ba3oBble MeTO-
JIIKH, UCIIOJIb3YEMBIE AJIS1 OLIEHKH PUCKOB.

11. Ha3naueHue u 3a1a4yul MPOLESYPHOrO YpPOBHS MO OOECleYeHHI0 HH(OpMalMOHHOW Oe3-
onacHOCTH. OCHOBHBIE KJIaCChl MEP MPOLEAYPHOTO YPOBHS.

B



12.

13.

14.
15.

16.
17.
18.
19.
20.
21.
22.

23.

24.
25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
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Texnomnorust obecrniedeHrss HHGOPMAITMOHHON O€30MaCHOCTH, LENU U MPHHIHUIIBI TIOCTPOE-
HUS apXUTEKTYpPbl HHHOPMAIITMOHHON O€30MaCHOCTH.

Oco0eHHOCTH COBPEMEHHBIX HH()OPMAIIMOHHBIX CUCTEM, CYIIECTBEHHBIE C TOYKH 3PCHUS
obecrieyeHrst THPOPMAIIMOHHOM 0€30MacHOCTH. APXUTEKTypHasi 0€301aCHOCTb.
[TporpaMMHBI€ CEpPBUCHI 3aIUTHI HH(GOPMAIIUK B UH(OPMAITMOHHBIX CUCTEMAX.

Ha3nauenue u cymHOCTh MICHTH()HUKALNS ¥ ayTeHTH(UKALUS TT0Ib30BaTelel B HHpOpMa-
IUOHHOU CHUCTEME.

OcCHOBHBIE MepbI 0€30MaCHOCTH HH(OPMAIIHOHHON CHCTEMBI

BbazoBbie METOIBI TAPOTHHON ayTeHTU(DUKAIIHH.

Mozenu pazrpaHHUEHHs JOCTYIA K HHPOPMAIIUU U UX KpaTKasi XapaKTepUCTHKA
JluckpenroHHast MOJIENb pa3rpaHUYCHIS TOCTya K HHPOpMaIuu

MaHnnaTHast MOJIeITb pa3rpaHUYCHUs IOCTYIa K HHPOpMAIHK

Poneast pasrpaHuueHus 10CTyIa K HHGOpMAILIUN

[TpoTokoimpoBaHue U ayauT (aKTHUBHBIA U TACCHBHBIN) HHOOPMAIIMOHHON CHCTEMBI, X OC-
HOBHBIE 1[EJIU U OCOOCHHOCTH.

bazoBeie MeTonbl KpunTorpadguyeckoro npeodpazoBaHus AaHHBIX. [loTokoBoe M OJI0YHOE
mmdpoBanue.

[ponenypa popMupoBaHuUs JICKTPOHHOM MOJITUCH.

Bunrnl cerell U ceTeBEIE TOIOJIOTHH.

Mognenu ISO/OSI u TCP/IP cereit

OcHoBHbBIE TIPOTOKOJIBI ceTeit Ethernet.

becnpoBoiHbIE CETH, UX OCOOCHHOCTH ¥ OCHOBHBIC CTaHIaPThI

CyIIHOCTh MEKCETEBOTO SKPAHUPOBAHMSI U BUJIBI MEKCETEBBIX KPAHOB.

OCHOBHBIE CEPBUCHI 3aIIUTHI B UHPOPMAIIMOHHO-TEIIEKOMMYHUKAITHOHHBIX CETIX

[TonsiTre, Ha3HAYCHHE, CTPYKTYPa M BUJIBI BUPTYAIBHBIX YaCTHBIX CETEH.

Pa6ora VPN Ha paznuunbix ypoBHsax moaenu OSl|

KommbroTepHbIe BUPYCHI M BPEIOHOCHBIC MTPOTPAMMBI: KiIacCH(HUKAIUs, METOIBI U CPEIICTBA
OOpBOBI C HUMH.

AHTUBHPYCHBIC TPOTrPAMMHBIE KOMILIEKCHI, HA3HAUYCHUE H CPABHUTEIIbHAS XapaKTePUCTHKA

6. YueOHO-MeTOAMYeCcKOe U HH(POPMALIMOHHOE 00ecniedeHne TUCIUNTUHBI

6.1. CHHCOK HCTOYHUKOB M JINTEPATyPhI

Hcrounuku

OcHOBHbIE
@eodepanvhviii 3axon o1 27 utonst 2006 r. Nel49-d3 «OO6 undopmarun, HHHOPMALMOHHBIX
TEXHOJIOTHSX M O 3ammTe uHbopMmanum» (¢ u3M. u gom., nocia. ot 01.05.2019). [Dnekrpon-
HbII pecypc]: Pexxum goctyna: http://www.consultant.ru/document/cons doc LAW 61798/,
CBOOOJIHBIN. — 3arl. ¢ PKpaHa.

. @edepanvuviti 3axon ot 27 uronst 2006 r. Nel152-03 «O nepcoHanbHBIX JaHHBIX» (C U3M. U

jgom., mocia. ot 31.12.2017).  [DnexrtpoHHbli  pecypc]:  Pexum  nmocryna:
http://www.consultant.ru/document/cons_doc LAW 61801/, cBoGo1HbIN. — 3ari. ¢ 3KpaHa.
@edepanvhuiii 3akon oT 6 anpens 2011 r. Ne63-®d3 «OO0 351eKTpoHHON MOANUCKH» (C U3M. U
jgom., mocia. ot 23.06.2016).  [OnexrtpoHHmli  pecypc]:  Pexum  nmocryna:
http://www.consultant.ru/document/cons_doc LAW 112701/, cBo6oHbI#. — 3ari. ¢ 2KpaHa.

. @edepanvuwiti 3akon o1 27 nexadps 2002 r. Nel184-03 «O TeXHHUECKOM PEryJIMpOBaHUN» (C

u3M. w®jaom.,, mnocia ot 28.11.2018). [OnexkrtponHblii pecypc]: Pexum mgoctyma
http://www.consultant.ru/document/cons_doc LAW_ 40241/, cBo6oaHbIiA. — 3ari. ¢ dKpaHa.

I[OHOJ'IHI/ITCJ'ILHLIC
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5. Ilocmanosnenue Ilpasumenvcmea Poccutickoii @edepayuu ot 16 ampens 2012 r. Ne 313 «O6
YTBEPKACHUU TOJIOKEHUS O JUIEH3UPOBAHUU JIEATEIHHOCTH 10 pa3paboTKe, MPOU3BOACTBY,
pacIpoOCTpaHEHHIO MHU(PPOBATBHBIX(KPUITOrpapUUECKUX) CPEACTB, WHPOPMALMOHHBIX CH-
CTEM U TEeJIEKOMMYHUKAIIMOHHBIX CHCTEM, 3AIIMIIEHHBIX C UCIOIb30BAaHUEM HIM(PPOBATHHBIX
(kpunTorpaMUecKux) CPEICTB, BHIMOIHEHUIO paboT, OKa3aHUIO yCIyT B 00JacTu mudpoBa-
HUSA WHPOPMAIMH, TEXHUYECKOMY OOCTY)KHMBaHHUIO IMHU(PPOBAIBHBIX (KpunrTorpadpuye-
CKHX)CPEACTB, HHPOPMAIIMOHHBIX CUCTEM U TEJICKOMMYHUKAIIMOHHBIX CUCTEM, 3aIIUIIEHHBIX
C UCIOJIB30BaHUEM HIM(PPOBATBHBIX(KPUNITOrpaUUIeCKUX) CPEICTB (32 HCKIIOUYEHHUEM CIIy-
Yas, eCJId TeXHUYECKOe OOCITyKMBaHHE IMHU(PPOBATBHBIX(KPUNITOrpahUIECKUX) CPENCTB, HH-
(bopMaIMOHHBIX CUCTEM U TE€JIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C UCIIOIb30BaHU-
eM mH(pOBaTBHBIX (KpUNTOrpaUIEeCKUX) CPEACTB, OCYIIECTBIACTCS Uil 00ecTiedeHns coo-
CTBEHHBIX HYXK] IOPUIUYECKOro JIMIA WM WHAUBUAYAIBHOTO MpEANpPUHUMATEN)». (C U3M.
u gomn., mnocia. or 18.05.2017). [DOnextponnsiii pecypc] : Pexum gocryma
http://www.consultant.ru/cons/cgi/online.cgi?rnd=8BEAE327715772BF511477DA184EFFA
2&req=doc&base=LAW&nN=217125&dst=100007 &fld=134&stat=refcode%3D16876%3Bdst
1dent%3D100007%3Bindex%3D0#rn1enft0qj, cBoOoaHbIN. — 3ari. ¢ 3KpaHa.

6. ITomoxxenue o paszpaboOTKe, MPOU3BOJICTBE, peATM3AMHM M IKCILTyaTalliu MIH(PPOBATHHBIX
(xpunrorpaduyeckunx) cpencts 3amuThl nHGopmanuu ([lonoxenue [1K3-2005), yB. [Ipuka-
3oM [upekropa ®CB Poccum ot 09 derpans 2005 roga Ne 66. (¢ U3M. | JI0M., MOCI. OT
12.04.2010) [DneKTpOHHBIN pecypcl: Pexum JOCTyma:
http://www.consultant.ru/document/cons_doc LAW 52098/, mo Hepabo4um THSM, HO MOKHO
3aKa3a JJOKYMEHT Ha AJIEKTPOHHYIO MOUTY. — 3aril. C 9KpaHa.

Jluteparypa
OcHoBHas

1. [anerun, B. ®. 3ammra nHGOpMALIMU B KOMIIBIOTEPHBIX CHCTEMAX U CETAX : y4eOHOE Io-
coobue / B. @. lllanwrun. - 2-e uzn. - Mocksa : JIMK Ilpecc, 2023. - 594 c. - ISBN 978-5-
89818-506-0. - Tekcr : anekTponHsIit. - URL: https://znanium.com/catalog/product/2107178

2. Ilanprun, B. ®. KommiekcHas 3amura uH(GOpMaluyd B KOPIOPATUBHBIX CUCTEMax : ydeo-
Hoe nocobdue / B.®. Illansrun. — Mocksa : DOPYM : UHOPA-M, 2022. — 592 ¢. —
(Bricmiee obpazoBanue: bakanaspuar). - ISBN 978-5-8199-0730-6. - TekcT : 371€KTPOHHBIH.
- URL: https://znanium.com/catalog/product/1843022

3. Cerrues, 0. H. 3amura nadopmarnum u nHpopmanoHHas 6e30MacHOCTh : yueOHoe mocodue
/ FO.H. CoprueB. — MockBa : UHO®PA-M, 2023. — 201 c. — (Beicmiee oOpa3oBaHue:
bakanaspuar). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Tekcr
anexkTpoHHbIi. - URL: https://znanium.ru/catalog/product/1912987

4. Hlernos, A. }0. 3ammra uHbOpMaIlMu: OCHOBBI TEOPUU: YUeOHUK Ui OakanaBpuata U Ma-

ructparypsl / A. 0. Hlernos, K. A. lllernos. — Mocksa: U3narensctBo FOpaiit, 2019. — 309
c. https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715

JlononmauTenpHas
5. Ipuwuna H. B. Opranuzanusi KOMIUIEKCHOW cucTembl 3amuThl nHpopmanuu / H. B. I'pu-
mmmHa. - M.: I'enmuoc APB, 2007. - 254 c.: puc., Tadn.; 20 cM. - Ok3. Ne 541-08 ¢ aBTOTp. aBT.
- bubnuorp.: c. 248-252 (45 HazB.).

6.2. [lepeuenb pecypcoB HHGOPMANMOHHO-TEJIEKOMMYHUKANIMOHHOM ceTH « UHTEpHET».

1. Ocnosvr pabomwi c¢ Cisco Packet Tracer [OnextpoHHBI pecypc] : Pexxum nocryma :
http://just-networks.ru/articles/osnovy-raboty-s-cisco-packet-tracer, cBoboanbIif. — 3arim. ¢
JKpaHa.

2. Buoeo ypoku Cisco Packet Tracer. Kypc momogoro 6oiima. [DaekTpoHHbIi pecype] : Pexxum
nocryna : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBoOOMHBII. — 3arI. ¢ HKpaHa


https://znanium.com/catalog/product/1843022
https://znanium.ru/catalog/product/1912987
https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
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3. OXPAHA. ru. Poccuiickoe CMU o 6e3omacHocTH. [DnekTpoHHbIH pecype] : Pexum nocryna
: http://www.nicohrana.ru, cBo60HBIN. — 3ari. ¢ 3KpaHa.

4. Sec.ru. [Topran mo Ge3omacHoCTH. [DnekTpoHHbIN pecype] : Pexum nocryma : http://sec.ru/,
HE00X0IMMa perucTparys. — 3ari. ¢ SKpaHa.

5. bank naHHbIX yrpo3 0e3onacHoctu uHpopmanuu. [daekTponnsiii pecype] / ®CTIK Poccun,
DAY «'HUMU TIT3U ®CTIK Poccum» — Peskum mocryna : http://sec.ru/, cBoboaubrit. —
3ari. ¢ 3KpaHa.

6.3 Ilpodeccnonanbubie 0a3bl JAHHBIX 1 HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

Joctyn k npodeccuonanbubiM 6a3am manubix: https:/liber.rsuh.ru/ru/bases

HubopMalinoHHbIE CIIPABOYHBIE CHCTEMBI:
1. Koncynberant [Tmtoc
2. Tapanr

7. MaTepuajibHO-TEXHHYECKOE 00ecredeHne T CIHTIITHHbI

I[J'ISI MaTCpraJIbHO-TEXHUYCCKOTO O6€CH€‘-I€HI/I$I JUCHUITIINHBI HGO6XOIII/IMO:
1) A7 JCKIMOHHBIX 3aHATHH — JIEKIMOHHBIN KJIaCC C BHICOMPOECKTOPOM U KOMIIBIOTEPOM, Ha
KOTOPOM JIOJKHO OBITh ycTaHOBJIIEHO cienyrorniee [10:

Nen/m | Haumenosanue [10 [IpousBoauTenb Cnoco6 pacmpocTpaHe-
HUA

1 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE

2 Windows 10 Pro Microsoft JIMIIEH3HOHHOE

3 Kaspersky Endpoint Security Kaspersky JMIICH3UOHHOE

4 ITnar¢popma ZOOM Z00M JULEH3UOHHOE

2) UTs TIPAKTHYECKUX 3aHATHI — KOMITBIOTEPHBII Kilacc, 000py/I0BaHHbBIH COBPEMEHHBIMU TIep-
COHANTbHBIMHU KOMIBIOTEPAMHU AJISI KaXA0TO CTyAeHTa. Ha KoMIbloTepe TOMKHBI OBITh YCTaHOB-
neno cuenayroniee [10:

Nen/m | Haumenosanue [10 [IpousBogurens Cnoco06 pacmpocTpaHe-
HUA

1 Microsoft Office 2010 Microsoft JIMIEH3UOHHOE

2 Windows 10 Pro Microsoft JIMIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMIIEH3MOHHOE

4 Cisco Packet Tracer v.7.2 Cisco Systems CBoOoiHOE

5. [Tnarpopma ZOOM ZOOM JIMIIEH3UOHHOE

8. O0ecneuenne 00pa3oBaTEJILHOIO Mpomecca s JHI €  OrPaAaHMYEHHbIMH
BO3MOYKHOCTSIMHU 310POBbSI  HHBAJIUI0B

B xoze peanuzanuu IMCUUIUIMHBI KCIIOJIB3YIOTCS CIEAYIOIIUE JOTIOJIHUTEIBHBIE METOIbI
00y4eHUs1, TEKYIIETO KOHTPOJIS YCTIEBAEMOCTH M TIPOMEXYTOYHOM aTTeCTAIIMK O0yJaIOIIUXCS B
3aBUCHUMOCTH OT UX UHIUBUAYATBHBIX OCOOCHHOCTEH:

® IS CJICIIBIX U CIIA0OBUISIINX:
— JIeKUUH O(POPMIISIOTCS B BUJE DJIEKTPOHHOTO JOKYMEHTA, JOCTYMHOI'O C MOMOIIBIO KOM-
NBIOTEPA CO CIENUATU3UPOBAHHBIM IPOTPAMMHBIM 00€CTICUEHUEM;
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— IMCbMEHHBIE 33JaHMSI BBINOJHAIOTCS HA KOMIBIOTEPE CO CHELHUAIN3HPOBAHHBIM IIPO-
IPaMMHBIM 00€CIIeYE€HUEM, UIH MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM,;

— o0ecrnieunBaeTcss MHANBUAYAIbHOE paBHOMEpPHOE ocBenieHne He meHee 300 rokc;

— ISl BBIMOJIHEHUS 3aJaHusl NP HEOOXOAMMOCTH IPENOCTaBISIETCs YBEIMUYUBAIOIIEe
YCTPOMCTBO; BO3MOXHO TAK)KE€ MCIIOJIb30BaHUE COOCTBEHHBIX YBEITMUMBAIOIINX YCTPOUCTB;

— MMUCbMEHHbIE 3a/1aHUs 0(OPMIIAIOTCS YBEIIMYEHHBIM HIPUPTOM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (pOpME MIIM BBIIOJHIIOTCS B MUCBMEHHOH (Qopme
Ha KOMIIBIOTEpE.

® Ui TIYXHX U CIa0O0CTBIIIANIHX:

— JIEKUUU OQOPMIISIOTCS B BHJIE IEKTPOHHOIO JIOKYMEHTA, JUOO MPEeJoCTaBIIAETCs 3BYKO-
YCUJIMBAIOIAs annapaTypa MHAUBUIYAIbHOTO M0JIb30BaHUS;

— MMCbMEHHBIE 3a/1aHUs BBIIOIHAIOTCA HAa KOMIIBIOTEPE B MUCBMEHHOM (hopMe;

— 9K3aMEH M 3a4€T MPOBOJSATCS B MUCbMEHHOH (hopMe Ha KOMITBIOTEPE; BO3MOXKHO MTPOBEIE-
HUe B (hopMe TeCTUPOBAHHUS.

e JUIs JIML C HAPYLIEHUSMU OIIOPHO-/IBUTaTEIbHOIO anapara:

— JIeKUUH OPOPMIISIOTCS B BUJE DJEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOM-
IbIOTEPA CO CIEUATN3UPOBAHHBIM IPOTPAMMHBIM 00€CIIEUEHUEM;

— IMCbMEHHbBIE 33JaHMSI BBINOJHSIOTCS HAa KOMIIBIOTEPE CO CHEIHAJIU3UPOBAHHBIM IIPO-
IpPaMMHBIM 00€ecIieueHUEM;

—9K3aMEH U 3a4€T MPOBOJATCS B YCTHOH (pOpME MIIM BBIIOJHSIOTCS B MMCBMEHHOH (Qopme
Ha KOMIIBIOTEpE.

[Ipu HEOOXOIMMOCTH NpEeNyCMaTPUBAETCS YBEIMUEHNE BPEMEHH JUIs [TOITOTOBKU OTBETA.

IIponienypa  mpoBeieHUsT ~ HPOMEXYTOUHOM  arrecTamuu Ui OOy4aroLIUXCs
YCTaHABIMBACTCS C Y4Y€TOM WX HMHIUBHIYaJbHBIX ICUXO(PHU3MUECKUX OCOOCHHOCTEH.
[TpomexyTouHas aTTecTalysi MOKET IPOBOAUTHCS B HECKOJIBKO 3TAIIOB.

[Ipu nmpoBeneHun npoueaypsl OLEHUBAHMS PE3YIbTaTOB OOyUEHUs IpeLyCMaTpuUBaeTCs
UCIIOJIb30BAaHUE TEXHUYECKHUX CpEACTB, HEOOXOAMMBIX B CBSI3W C HMHJIUMBUAYAJIbHBIMHU
OCOOCHHOCTSAMHU OO0Y4YaIOIIUXCsl. DTU CpPEeACTBa MOTYT OBITh IPEJOCTABIEHbI YHUBEPCUTETOM,
WJINA MOTYT MCIIOJIb30BaThCsI COOCTBEHHbBIE TEXHUUECKHE CPECTBA.

[IpoBenenure mpoueAypbl OLEHUBAHUS  pe3yiIbTaToB  OOy4YeHHUS  JIOMYCKaeTcs C
UCIIOJIb30BaHUEM JAMCTAaHIIMOHHBIX 00pa30BaTeIbHbBIX TEXHOIOTUH.

ObecnieunBaeTcss 10CTyn K MH(OPMALMOHHBIM M OMOIMOrpaduuecKkuM pecypcam B CETH
WHTepHeT ans kaxaoro odyvaromerocs B (popMax, aJaTHPOBAHHBIX K OrPaHMUYEHUSM HX 3]10-
POBBS ¥ BOCIIPUATHS MH(DOpMALIUU:

® IS CJIEIBIX U CIa0OBUIAIIUX:

— B 11e4aTHOM (hopMe yBEITMUYEHHBIM HIPUPTOM;
— B (hopMe 3JIEKTPOHHOT'O IOKYMEHTA;

— B opme ayaunodaiina.

e JUIS TIIYXUX U CIa0OCTBIIAIINX:

— B IIeYaTHOM opme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA.

e U 00yYaroIMXCs C HApYIIEHUSIMU OITOPHO-/IBUTaTEILHOTO anmnapara:
— B IIe4aTHOM opme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMme ayauodaiina.

VYyeOHble ayAUTOPUH Ul BCEX BUAOB KOHTAKTHOW M CaMOCTOSATENbHON paOoThl, HaydHas
OMOJIMOTEKa W WHBIE TIOMEIICHHs JIi 0OYYeHHUs OCHAIICHBI CIEIUaTIbHBIM O00OpYJIOBaHUEM U
y4eOHBIMH MECTaMU C TEXHUYECKHMHU CPEACTBAMHU O0YUEHUSI:

® IS CHEMNbBIX U CIIA00BUAAIINX:

— YCTPOMCTBOM JUJIsl CKaHUpOBaHuUs U uteHus ¢ kamepoit SARA CE;

— muctuieem bpaitis PAC Mate 20;

— npuntepoM bpaitng EmBraille ViewPlus;
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® Ui TIYXHX U CIa0O0CTBIIIATHX:
— aBTOMAaTU3MPOBAHHBIM pab0OYUM MECTOM JUIA JIIOJIEH ¢ HapylIeHHEM cllyXxa U ci1abocbl-
LIAIIKX;
— aKyCTUYECKUU YCUIIUTEIb U KOJIOHKU;
e U 00yYaroIMXCsl C HApYLIEHUSIMU OIIOPHO-/IBUTaTENILHOTO anapara:
— IEPEBUKHBIMU, PETYIUPYEMBIMU dproHoMudeckumu napramu CHU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHelMaIbHBIM IIPOrPaMMHBIM 00€CIICUCHUEM.

9. MeToauuecKkue MaTepHuaJibl

9.1. IlimaHpl TPaKTUYECKHUX 3aHITHI — MpoBepKa copmupoBaHHocTH KomneTenuuii — [TK-8

Ilpakmuueckoe 3anamue 1 (4 u) Pazeopauusanue cemu npeonpuamus

Samanus:

1. B cumynstope Cisco Packet Tracer co3nath ceTh opranuzanuu u e€ ¢puimana.

2. HactpouThb ceTeBble U OKOHEUHBIE YCTPOMCTRA.

3. CocTaBuTh OTYET O MPAKTUUYECKOHN padboTe

Yka3aHusl 110 BBIIOJIHEHUIO 3a/IaHUM:

1. IIpenonaBarenpb BHIAAET KAXKIOMY CTYICHTY aApecHoe mpocTtpanctBo IP-agpecos u Tpebona-
HUS K IOJIpa3ielIeHUsIM OPTaHU3aIMH 110 CTPYKTYPE U KOJIHMUECTBY OKOHEUHBIX Y3JIOB B KaXkK-
JIOM OTJETIE.

2. CryneHTaMm 3ampeniaeTcs HCIoIb30BaTh HE CBOE aJIpeCHOE MPOCTPAHCTBO. 32 3TO CHUKACTCS
OLICHKA.

3. OTBeTUTH Ha TEOPETUYECKUE BOIIPOCHI B KOHIIE MMPAKTUYECKOTO 3aHATUS

Ilpakmuueckoe 3anamue 2 (4 u) Pazepanuuenue docmyna é ce2meHmax cemu

3anaHus:

1. B cumymstope Cisco Packet Tracer B co3maHHO#M CeTH MPEANPHUITHS POU3BECTH C TIOMOIIBIO
texHojoruu VLAN pa3OueHne ceTr Ha CerMEHTHI.

2. CocTaBUTH OTYET O MPaKTUUYECKOU paboTe

Yka3zaHus 1O BBINOJHEHUIO 3aJaHUM:

1. PaGoTaTh cTpOro B CBOEM aJIpECHOM MPOCTPAHCTBE.

2. CryneHTaM 3ampenaeTcsl HCIoIb30BaTh HE CBOE aJIPECHOE MPOCTPAHCTBO. 32 3TO CHUKACTCS
OIICHKA.

3. OTBeTUTH HAa TEOPETUICCKUE BOIIPOCHI B KOHIIEC MMPAKTHICCKOTO 3aHITHS

Ilpakmuueckoe 3anamue 3 (6 v) Hacmpoiika cnuckoe KOHmpo.Jis 00cmyna

3agaHus:

1. Ha mapuipytu3aTopax BHYTPEHHEW CETH OpraHu3ainuud W ¢uianaia HaCTPOUTH CIIMCKU KOH-
TPOJISl IOCTYIA TI0 33JaHHBIM TpernoaBaTesieM TPeOOBaHHSIM.

2. CocTaBUTb OTUET O MPAKTHUECKOH pabore.

Yka3zaHus 1O BBINOJHEHUIO 3aJaHUI:

1. IlpenonaBarenb BBIAAET KAXKIOMY CTYJIEHTY JaHHBIE O TOM, KaKyl0 HH()OPMAIIUIO CIIEAYET
3a0JI0KMPOBaTh, a KAKYIO pa3pelnTh s KaKJ0ro OT/ie]a OpraHu3aluy 1 Quiinaia.

2. PaboraTh CTpOro B CBOEM aIPECHOM MPOCTPAHCTBE.

3. CryneHTtaM 3amperiaeTcsi HCIob30BaTh HE CBOE apeCHOE POCTPAHCTBO. 33 ATO CHIKACTCS
OLICHKA.

4. OTBETUTH HA TEOPETUUYECKUE BOIIPOCHI B KOHIIE MPAKTHYECKOTO 3aHATHS

Ilpakmuueckoe 3anamue 4 (8 u) Merccemesoe IKpanuposanue

3agaHus:

1. TIpoBecTn MexceTeBOe SKPAHUPOBAHHS C HMCIOJIB30BAHHEM MAapIIPYTH3aTOPOB CETH MpeE-
MPUSATHUSL.
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2. J1o6aBuTh K cetu mpeanpusaTHs U (uimana mexcereBble 3kpanbl CiSCO ASA M BBIOJIHUTD
9KpPaHUPOBAHUE ceTe ¢ yuérom orpannycHuii muieH3un Cisco Packet Tracer g Cisco ASA

3. CocTtaBuTh OTYET O MPAKTUUYECKOH padoTe.

VKa3aHus 10 BBINOJHEHUIO 33/1aHHM:

5. PaboraTh cTporo B cBOEM aipeCHOM IIPOCTPAHCTBE.

1. Crynenram 3amperaercst HCIIoJIb30BaTh HE CBOE aPECHOE MPOCTPAHCTBO. 3a 3TO CHUIKACTCS
OLICHKA.

2. OTBETUTH HA TEOPETUYECKUE BONIPOCH! B KOHIIE MPAKTHYECKOTO 3aHATHS

Ilpakmuueckoe 3anamue 5 (6 v) Cozoanue VPN-kanana

3ajaHus:

1. Co3narpb 3aIMIIEHHBIN TYHHENIb MEXAY OpraHu3aluei u Guinaaom.

2. CocTaBUTH OTYET O MPAKTUICCKOU padoTe.

VYka3aHusl 110 BBIOJIHEHUIO 3a/IaHUM:

1. PaGoTtath CTpOro B CBOEM aJpeCHOM MPOCTPAHCTBE.

2. CryneHTaMm 3ampeniaeTcs HCIoIb30BaTh HE CBOE aJIpeCHOE MPOCTPAHCTBO. 32 3TO CHUKACTCS
OLICHKA.

3. OTBeTUTH Ha TEOPETUYECKUE BOIIPOCHI B KOHIIE MMPAKTUYECKOTO 3aHATUS

[To pe3ynbTaTaM MpaKTUYECKOTO 3aHATHUSL 00YUAIOIIHUECs COCTABIAIOT OTUYET, CTPYKTYpa KOTOPO-
ro npejacrasieHa Hke. OTY4ET cocTaBiseTCs B 3JIEKTPOHHOW (popme ¢ ucrosnb3oBaHueM MS
Office 2007 u BbIIIE U IepeAaéTCs MPENoAaBaTelNto MOCPEICTBOM OTOBOPEHHOM (POPMBI CBS3H.
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[Tpunoxenuel.AHOTaIUS TUCIUTLTMHBI
AHHOTAIUA JTUCHUITJIUHBI

Llenb qUCHMIUIMHBL: OATOTOBUTH BBITYCKHUKA, YMEIOLIETO pa3padaThiBaTh CHCTEMY 110 o0ecrie-
4eHUI0 0e30macHOCTH MH(OPMAIIMOHHBIX PECYPCOB, KaK Ui aBTOHOMHBIX, TaK U pacripeaeacu-
HBIX BBIYHMCIIUTENIBHBIX CUCTEM OPraHU3aLUi I'yMaHUTapHOU CQephl.

3amayu: MOJYyYEHUE CUCTEMATHU3HPOBAHHBIX 3HAHMM O COBPEMEHHBIX KOHLEMLMIX, METOAAX U
TEXHOJIOTUSAX o0ecreyeHuss MHPOPMALMOHHOM 0e30MacHOCTH B HMH(GOPMAIMOHHBIX CHCTEMax
Pa3IMYHOTO HA3HAYEHUS; M3YYCHHE TEOPETHYECKUX OCHOB MH(OPMALMOHHON OE30MacHOCTH;
(GopMHpOBaHHE YMEHHUH HCIOJIb30BATH OCHOBHBIE JOCTHKEHHsS B 00JacTH HMH(GOPMALMOHHON
0€30I1aCHOCTH IPU pealIM3aliui CBOCH MPOQeCcCHOHATBHON NesITeIbHOCTH; BIaJCHHE HaBBIKAMHU
o0ecrieyeHus 3alUThl UHGOpMAMKM B MH(GOPMALMOHHBIX CHCTEMaxX Pa3JIM4YHOrO HA3HAYEHUS;
pa3BUTHE AHATUTUYECKOI'O MBIIUIEHUS, YMEHUSI CTPOrO M3J1araTh CBOM MBICIIH, PA3BUTHE CIIO-
coOHOcTel K 0000IIECHUIO U aHAIM3y WH(POpPMAIIUK, TTOCTAHOBKE 11eJIeH M BBIOOpY IMyTel ee J10-
CTH)KECHHUSL..

B pe3ynbraTe 0CBOGHUS TUCLMIIIMHBI 00YYatOLUICs JOIKEH:

3Hatb: crocodsl opranuzanuu UT-unppacTpyKTypsl U 3alIUThl UH(POPMALIUK, METObI U HPUE-
MBI yIIpaBieHHs HH(OPMALIMOHHOM 0€30IMaCHOCTBIO0 OPraHU3alMii F'yMaHUTapHOM chepbl

VYwmers: opranuzoBats UT-uH(pacTpykTypy NpeAnpusTHS TyMaHUTapHOU cephl U 3aIIuThl WH-
dopmanuu, B TOM YKCiIe LIUPKYIUPYIOLIEH [0 KaHalaM CBA3H.

Bnaners: HaBeikamu opranuzanmu M T-uHQpacTpyKTyphl IpeAnpusTHs TYMaHUTAPHOU Cephl U
ylpaBiieHUs] MHPOPMALMOHHON 0€30MacCHOCThIO, HAaBbIKAMM 3aILUThl MH(OpMAIMM, LUPKYIH-
pyrotiel B ”HGOPMAIMOHHON CUCTEME MTPEATIPUSITHS.



